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In recent years, the intensity and complexity of cyberattacks targeting
critical infrastructure have increased dramatically, with the banking
sector standing out as a primary and vulnerable target. Such attacks
not only disrupt banking operations but also severely undermine
public trusta cornerstone of economic stability and financial
governance. This article analyzes recent cyberattacks on Iranian
banks, focusing specifically on the large-scale attack against Bank
Sepah, an incident that exposed critical weaknesses in the banking
system's cyber preparedness and response capabilities. The study
examines the technical, organizational, and psychological dimensions
of these attacks, covering methods such as Distributed Denial-of-
Service (DDoS) attacks, malware, social engineering, and
unauthorized access to information systems. Furthermore, the
attackers' objectives, the economic and security consequences, and the
psychological impact of the attacks on society have been analyzed.
Finally, by presenting a multi-layered framework, strategies are
proposed to enhance cyber resilience and risk management within
Iran’s banking system. The findings indicate that addressing emerging
threats requires coordinated collaboration among banks, government
agencies, and information security specialists to safeguard stability
and trust in the country's financial system. (Sadeghi, 2023;
Gopalakrishnan & Trivedi, 2021)
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